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Abstract: With the increasing deployment of advanced sensing and measurement devices, the modern
distribution system is evolved into a cyber-physical power distribution system (CPPDS). Due to the
extensive application of information and communication technology, CPPDS is prevalently exposed
to a wide range of cybersecurity threats. In this paper, a novel security-oriented cyber-physical risk
assessment method for CPPDS is proposed. Based on the information model composed of logical
nodes, an attack graph of privilege promotion by exploiting the cyber vulnerabilities is constructed.
The physical consequence caused by cyberattack is analyzed in detail. By using the Markov decision
process (MDP) theory, the cyber-physical risk index (CPRI) is calculated. Furthermore, considering
the allocation of the finite defense resource, the modified MDP approach with an attack–defense
game is presented. The effectiveness of the proposed method is demonstrated with case studies on a
four-feeder IEEE-RTBS test system.

Keywords: cyber-physical power distribution system; cybersecurity; risk assessment; Markov
decision process; attack–defense game

1. Introduction

The cyber-physical power system is a sophisticated intelligent system with advanced
information and communication technologies closely integrated with a physical
process [1–5]. Nowadays, lots of fundamental functions of power systems heavily rely
on cyber equipment for flexible and efficient operation and control, which increase the
cybersecurity risk to itself. In recent years, cyberattack events against power systems and
communication systems occur frequently. Ukraine’s power grid was attacked by using
spear-phishing emails with BlackEnergy malware in 2015, resulting in power outages for
roughly 230,000 consumers. The European Network of Transmission System Operators
for Electricity (ENTSO-E) fell victim to a cyberattack in 2020. Its administrative informa-
tion systems were compromised by remote control. South Korea suffered a temporary
nationwide shutdown of its communication network caused by a large-scale distributed
denial-of-service (DDoS) attack. Therefore, power systems are facing the severe risk of
cyberattacks, and it is of great importance to take recognition and precaution measures
against the risk. Both in academia and the industry area, cybersecurity issues of power
systems have attracted more and more attention [6–10].

Traditional security analysis methods and assessment indices only considering the
power layer are no longer suitable for modern power systems. It is necessary to propose
a cyber-physical security analysis approach considering the effect on physical systems
caused by a cyber event. Topological models are generally utilized to describe the process
of cyberattacks against power systems, such as attack graph [11–14], Markov chain [15,16],
Bayesian network [17–19], and Petri net graph [20,21]. There have been many related works
on risk assessment for cyberattacks on power systems. In [22], considering the characteris-
tics of attack behaviors, a risk assessment method on power grids was proposed. In [23], a
cyber-physical security evaluation approach and contingency ranking technique for power
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infrastructures were proposed. In [24], considering malicious attacks on protection system
settings and parameters, a risk evaluation method was presented. In [25], a cyber insurance
design considering power system reliability and cyber vulnerability was proposed. For
probabilistic cyberattacks against breakers, the impact of a successful attack was analyzed,
and a novel adequacy assessment was proposed in [26].

The above studies mainly focus on the risk assessment for a transmission network.
With the development of large-scale sensing measurement systems and a more complicated
communication network, the modern distribution system has evolved into CPPDS. Due to
the openness of the information technologies and terminal equipment, the cybersecurity
issue also needs to be brought to attention in CPPDS. However, current studies rarely
simultaneously describe the attack process clearly and quantize the physical impacts in
detail. In [27], man-in-the-middle and denial-of-service attacks are considered. The impact
of different cyber events on a physical power grid is analyzed using an integrated cyber-
power modeling and simulation testbed. In [28], a stochastic epidemic network model is
developed to evaluate the cyber risk by propagating cyberattacks among graphical vul-
nerabilities. However, the method lacks a general risk index for cybersecurity assessment.
In [29], based on a Bayesian attack graph model, the probability of a remote terminal unit
(RTU) potentially being attacked was obtained. The long-term power loss was taken as the
physical impact. In [30], the attack path is modeled by a Petri net, and the attack payoff is
calculated based on the physical influence coefficients. In [31], a CPDS security assessment
method based on the expected failure method and considering combined information
attacks is proposed. In [32], an attack probability computation method is proposed. In
different possible attack scenarios, the detailed attack model is given. However, these
works ignore the cyber reward of the attack process, and the analysis of physical impacts
is also not sufficient. The impact of combined information-physical-failure on CPDS is
analyzed in [33], but the corresponding attack model is simple and the different attack
paths are ignored. In addition, research on risk assessment considering an attack–defense
game for CPPDS is rarer, which is also the research focus in this paper. In [34], considering
attacker and defender strategies and attack damage, a CPDS risk assessment framework is
established. Additionally, a risk assessment and defense resource allocation method based
on the game model is proposed. Compared with this literature, our work provides a more
comprehensive and detailed attack model and its underlying logic. Furthermore, we have
integrated the evaluation of cyber rewards during the attack process into the computation
of the assessment index. In addition, our research not only formulates a defense resource
allocation strategy but also enables the derivation of a cyber-physical risk index that takes
into account the attack–defense game.

In this paper, we investigate the cybersecurity of CPPDS, and an attack graph is pro-
posed to describe the potential attack process. Then we analyze the physical consequence
caused by a cyberattack in detail. A novel risk assessment method for CPPDS is proposed.
The main contributions of this work are summarized as follows:

1. The cybersecurity of CPPDS is elaborated. Based on the information model containing
logical nodes for a distribution station, an attack graph of privilege promotion by
exploiting the cyber vulnerabilities is built.

2. The physical consequence caused by a cyberattack is taken as the attack reward. A
novel security-oriented cyber-physical risk assessment method based on MDP is
proposed. The calculated CPRI values are used to evaluate the risk for a cyberattack.

3. Considering the allocation of the finite defense resource, the attack–defense game MDP
model is proposed. The optimal allocation strategy of a defense resource is obtained.

The rest of this paper is organized as follows: Section 2 presents a CPPDS framework.
The cybersecurity of CPPDS is analyzed in Section 3. Section 4 presents a novel cyber-
physical risk assessment method for CPPDS. Case studies are carried out in Section 5
to demonstrate the effectiveness of the proposed method. Finally, Section 6 concludes
this paper.
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2. CPPDS Framework

According to the types of connected information equipment and the distinct functions,
CPPDS can be divided into three levels: distribution network backbone layer, access
layer, and terminal layer. On this basis, the framework of CPPDS as shown in Figure 1 is
constructed. The backbone layer includes the main distribution station system, supervisory
control and data acquisition (SCADA) server, management information system (MIS) server,
etc. The main distribution station and each slave distribution station are connected by
synchronous digital hierarchy (SDH) optical communication technology. The access layer
uses Ethernet passive optical network (EPON) technology to connect the slave distribution
station and each distribution terminal to realize the real-time communication. EPON
is composed of an optical line terminal (OLT), optical network unit (ONU) and optical
distribution network (ODN). The terminal layer includes feeders, circuit breakers, section
switches, and other power components, as well as the feeder remote terminal units (FRTUs)
and other intelligent distribution terminals.

Figure 1. Framework of CPPDS.

From the perspective of cybersecurity, the control center of the power plants or substa-
tions usually operates in a closed way with physical isolation. Thus, there are relatively few
attack access points that can be exploited by hackers in the control system. Considering the
cybersecurity of CPPDS, the main distribution station is usually equipped with relatively
complete defense measures, such as the intrusion detection system (IDS), firewalls, and
data encryption. However, the terminal units controlled by the slave distribution station
lack complete physical protection. In addition, the security of data transmission protocol
in the information system of the slave station is relatively low. Consequently, the risk
of a cyberattack faced by the slave distribution station is relatively large. Therefore, it is
particularly important to accurately evaluate the impact of a cyberattack on it and improve
the cybersecurity.

3. Cybersecurity Analysis of CPPDS

In CPPDS, the slave distribution stations are local key information and control hubs
that connect the backbone layer and the terminal layer. By communicating with the main
station center and remote terminal units in real time, functions such as fault diagnosis, isola-
tion, and recovery in CPPDS are realized. Therefore, we mainly focus on the cybersecurity
of the slave distribution stations in CPPDS.
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In order to analyze the cyber network of the slave distribution station in more detail, an
information system model based on the IEC 61850 standard is constructed, which divides
the cyber network into three levels: substation level, bay level, and process level. A cyber-
physical system structure diagram of the slave distribution station is shown in Figure 2. The
red dash lines denote the possible targets for attacking by intruders. The data, such as the
protection setting values, telemetry data, and telesignaling data, are exchanged between the
substation level and the bay level by using the Manufacturing Message Specification (MMS)
protocol. The data, such as locking control and interlocking information, are transmitted
in the bay level by using the Generic Object Oriented Substation Event (GOOSE) protocol.
The real-time sampled data of the voltage transformer (VT) and current transformer (CT) in
the merging unit are transmitted between the bay level and the process level by using the
Sample Value (SV) protocol, and the controlled data of the FRTU, such as the trip signals,
switch positions are transmitted by using the GOOSE protocol.
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Figure 2. Cyber-physical system structure of the slave distribution station.

On the one hand, the monitoring host, telecontrol devices, and distributed FRTUs in
CPPDS lack effective physical isolation protection, and there exist security vulnerabilities
that can be exploited by intruders. Some experienced attackers can use these vulnerabilities
to invade information devices to obtain corresponding permissions. Then they take this as a
springboard to attack other devices, and constantly improve the control authority to achieve
the final attack purpose. On the other hand, the security of data transmission protocols used
in CPPDS is not high enough, which makes it possible to attack the distribution station.
The data packets through MMS, GOOSE, and SV protocols are all transmitted in plaintext
through the TCP/IP and Ethernet protocol. In addition, the field devices lack enough
encryption protection. The IEC 61850 standard [35] does not consider the corresponding
security measures. Therefore, there may be the following risks and threats in CPPDS.

(1) CPPDS lacks complete firewall settings and IDS. The antivirus software is not
updated in time, which leads to the low cybersecurity.

(2) The MMS protocol lacks an identity authentication and access control mechanism,
and the data are transmitted in plaintext, which will produce serious security risks.
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For example, an attacker can exploit the overflow vulnerability of an MMS protocol
stack to cause device downtime or offline.

(3) The communication mode of GOOSE and SV protocols is based on subscriber/
publisher mode, which requires high real-time transmission. In order to ensure
that the function and transmission time of relay protection are not affected, the
data packets are encoded by ASN.1. Without any encryption measures, its security
cannot be guaranteed, and the data in GOOSE and SV messages exist vulnerabilities,
such as tampering, copying, and camouflage.

4. Security-Oriented Cyber-Physical Risk Assessment for CPPDS
4.1. Risk Assessment Based on MDP

Attackers mainly exploit the security vulnerability to invade the information equip-
ment and obtain the authority of the corresponding functional nodes so as to continuously
penetrate the information system of CPPDS. Experienced hackers further exploit the vul-
nerabilities of the communication protocol to tamper with the control instructions and
destroy the normal operation of the IEDs, resulting in the power failure of the distribution
system. Therefore, we called it cross-domain attack from the information domain to the
physical domain.

Generally, each cyberattack path is composed of an escalating series of malicious
actions by the attackers. In order to elaborate the cyberattack path, an information model
composed of logic nodes for the slave distribution station is built. The corresponding
logical node functions and the information flow are illustrated in Figure 3. It is usually
necessary to execute a multistep attack to achieve the final purpose. Adversaries first
exploit the security vulnerabilities of monitor host, remote interface, or terminal devices to
obtain the control authority. Then they further exploit the protocol vulnerabilities to affect
the functions of logical nodes and realize the transfer of control states so as to sabotage the
fault location, isolation, and service restoration (FLISR).
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Figure 3. Information model of logical nodes for slave distribution station.

To enumerate all possible attack scenarios, based on the above information model, we
model the cyberattack process using a discrete Markov decision process [36]. A standard
MDP is denoted as a tuple (S, A, R, P, γ). S is the attack state space. A is the set of the
attack actions of adversarial vulnerability exploitations. For each s ∈ S, A(s) ⊂ A denotes
the set of all possible attack actions at state s. R is the reward function. P is the transition
probability function. P(s′|s,a) denotes that the probability of state s transferring to state s′

when taking an attack action a ∈ A(s). γ is the discounting factor, commonly 0 < γ < 1.
The MDP state transfer graph is built as shown in Figure 4. The red dashed square

denotes the final attack target. The initial state S0 is set as ‘Attacker’, and the final target
state SF is ‘XCBR’ or ‘XSWI’. The attack entrances include the monitor host, the remote
control interface, and the field terminal devices. The yellow circles denote the security
vulnerabilities vi, which can be exploited in the cyber network. The blue ellipses denote
the logic nodes, which are taken as the intermediate states. The current state may transfer
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into the other states when an attack action is taken, namely, exploiting the vulnerabilities.
The transition probability, namely, the success attack probability is estimated based on the
vulnerabilities that are still unpatched in CPPDS. A more realistic probability model con-
sidering the age of vulnerability and the CVSS vulnerability scores is established. CVSS is
currently the most widely used vulnerability scoring system. It is part of the secure content
automation protocol, and is supported by the US national vulnerability library (NVD). The
age of vulnerability is modeled by the Pareto distribution. The CVSS vulnerability scores
are adopted from a CVSS system. The transition probability is calculated by [13]

P
(
s′|s, avi

)
=

(
1− k

tvi

)α

× AVvi × ACvi × ATvi (1)

where tvi is the age of the vulnerability vi, which is calculated by the released date of
CVSS scores. AVvi , ACvi , and ATvi represent the attack vector, attack complexity, and
authentication of vi, respectively. These values are quantified based on Table 1.
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Figure 4. Attack state transfer graph.

During the attack process by exploiting the vulnerabilities, the confidentiality, integrity,
and availability of data will be affected so that the privilege of some function will be gained
by attackers. We assume that if attackers are successfully exploiting a vulnerability to
transfer the state, the cyber reward Rcy(s′|s, avi ) is obtained, which is defined by [13]

Rcy
(
s′|s, avi

)
= 10.41× [1− (1− CIvi )× (1− I Ivi )× (1− AIvi )] (2)

where CIvi , I Ivi , and AIvi are the confidentiality impact, integrity impact, and availability
impact of vi, respectively. These values are quantified based on Table 1, which are adopted
from [13].
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Table 1. The elements and values of CVSS.

Elements Level Classification Quantification

Attack Vector (AV)
Local (L) 0.395

Adjacent Network (A) 0.646
Remote Network (N) 1.000

Attack Complexity (AC)
High (H) 0.350

Medium (M) 0.610
Low (L) 0.710

Authentication (AT)
Multiple (M) 0.450

Single (S) 0.560
None (N) 0.704

Confidentiality Impact (CI) None (N) 0.000
Integrity Impact (II) Partial (P) 0.275

Availability Impact (AI) Complete (C) 0.660

When successfully compromising a section switch or a circuit breaker, the physical
reward Rph(s′|s, avi ) is obtained by attackers, which is expressed by Equation (3). The
detailed calculation method of Rph(s′|s, avi ) is presented in subsection C.

Rph
(
s′|s, avi

)
=

{
TRcsq, s′ is XSWI or XCBR
0, otherwise

(3)

Comprehensively considering the cyber reward, the physical reward, and the attack
cost, the net reward obtained by attackers is defined as follows:

Rnet
(
s′|s, avi

)
=ε1 · Rcy

(
s′|s, avi

)
+ ε2 · Rph

(
s′|s, avi

)
− ε3 · Cost

(
s′|s, avi

)
(4)

where ε1, ε2, and ε3 are the corresponding coefficients. The attack cost is related to the
probability of a successful attack [11].

Cost
(
s′|s, avi

)
= −1

ρ
ln[P

(
s′|s, avi

)
] (5)

From the perspective of the attackers, the cyber-physical risk index (CPRI) for each
state s is calculated by solving the following dynamic programming equation:

CPRI(s) = max
a∈A(s)

{
∑

s′∈S
P
(
s′|s, avi

)
·
[
Rnet

(
s′|s, avi

)
+γ·CPRI

(
s′
)]}

(6)

where CPRI(s) is the MDP’s value function, which is related to the cyberattack paths and
the net rewards. We take the state “Attacker”’s value CPRI(s0) as the cyber-physical risk
index of attacking one circuit breaker or section switch. In addition, the chosen set of attack
actions constitutes the optimal attack policy π(s) for each state. The cyber-physical risk
assessment algorithm based on MDP is shown as follows:

4.2. Risk Assessment Based on Modified MDP with Attack–Defense Game

Next, from the perspective of the defenders, we further proposed the modified al-
gorithm considering the defense resource allocation. There are a few ways to defend
the cyberspace, such as enhancing the security of industrial communication protocols,
enhancing the node security (adding access control and identity authentication), enhancing
the password security, increasing the encryption complexity, and enhancing the network
monitoring (adding the firewalls and improving the IDSs). In order to quantify the degree
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of the defense, the defense resource between the transfer states is defined as d(s′|s). The
transfer probability needs to be recalculated by multiplying the following formula:

P =
1

µ0 + d(s′|s) (7)

where µ0 is the defense cost coefficient.
We assume that the total defense resource is a constant value and d(s′|s) has its limits.

Therefore, the defense resource should satisfy the two constraint conditions as follows:{
∑s∈S d(s′|s) = Constant
dmin ≤ d(s′|s) ≤ dmax

(8)

where dmin and dmax are the lower limit and the upper limit of the defense resource
allocation, respectively.

Taking the defense resource into account, the attack–defense game MDP model is
given as follows:

min
d(s′ |s)

max
a∈A(s)

{
∑

s′∈S

1
µ0 + d(s′|s) · P

(
s′|s, avi

)
·
[
Rnet

(
s′|s, avi

)
+γ·CPRId

(
s′
)]}

(9)

The result CPRId(s0) is taken as the risk index considering the defense actions. In
addition, we can obtain the optimal defense resource allocation strategy.

4.3. Analysis and Calculation of Physical Consequence under Cyberattack

Cyberattackers often use some known power grid information, such as the power grid
topology, the operation mode, and the security defense strategy, to deliberately attack the
power system, so as to power off some important users and cause economic losses to the
government, industrial enterprises, and commercial enterprises.

4.3.1. Physical Consequence Index

In order to comprehensively measure the physical consequences of power loss caused
by cyberattack in CPPDS, they are divided into instantaneous consequences at the time of
accident and long-term consequences in a period of time. This paper proposes the following
four indicators to measure the physical consequences:

a. Instantaneous consequences

(1) Loss of power load

The total load loss of the jth feeder section on the ith feeder considering the consumer
level factor is denoted by

C1
fi ,j = ∑

m∈ϕ( fi ,j)
µm × Lm (10)

where fi is the ith feeder, ϕ( fi, j) is the set of consumer units of the jth feeder section on the
ith feeder, µm is the consumer level factor for the consumer unit m, and Lm is the total load
of the consumer unit m.

(2) Loss of power consumers

The total consumer loss of the jth feeder section on the ith feeder considering the consumer
level factor is denoted by

C2
fi ,j = ∑

m∈ϕ( fi ,j)
µm ×Um (11)

where Um denotes all consumers contained in the consumer unit m.
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b. Long-term consequences

(1) Loss of energy of power load

The total loss of energy of the power load of the jth feeder section on the ith feeder
considering the consumer level factor is denoted by

C3
fi ,j

= ∑
m∈ϕ( fi ,j)

µm × Lm × T( f , a, b) (12)

where T( f , a, b) is the duration of power outage. f , a, and b denote the feeder location, the
fault location, and the type of power outage, respectively. If there is no fault, a = 0. Three
types of T( f , a, b) related to different b are considered as follows:

1. b = 1, power supply restoration time caused by cyberattack (undesired tripping).
2. b = 2, power supply restoration time for fault areas caused by conventional physi-

cal faults.
3. b = 3, power supply restoration time for nonfault areas caused by conventional

physical faults.

(2) Loss of energy of power consumers

The total loss of energy of power consumers of the jth feeder section on the ith feeder
considering the consumer level factor is denoted by

C4
fi ,j = ∑

m∈ϕ( fi ,j)
µm ×Um × T( f , a, b) (13)

When comprehensively considering the physical consequences caused by a cyberat-
tack, different physical consequence indices have different degrees of impact. Using the
benchmark values Ck

re f , the four dimensionless indices are denoted by

Ck,R
fi ,j

=
Ck

fi ,j

Ck
re f

, k = 1, 2, 3, 4 (14)

The weight coefficients of the four consequence indices are determined by AHP. The total
relative consequence of the jth feeder section on the ith feeder is obtained by

CTR
f1,j = ω1 · C1,R

fi ,j
+ ω2 · C2,R

fi ,j
+ ω3 · C3,R

fi ,j
+ ω4 · C4,R

fi ,j
(15)

where ω1, ω2, ω3, and ω4 are the weight coefficients.

4.3.2. Physical Consequence Calculation

When a physical fault occurs on a feeder section, the circuit breaker triggers the pro-
tection action. The distribution terminals collect the fault detection information and send
it to the slave distribution station. After summarizing the fault information, each slave
distribution station sends it to the main distribution station through the SDH communica-
tion network. The main station starts the fault location, fault isolation, and power supply
recovery process, and issues the orders to control the opening and closing of switches. By
destroying the integrity and availability of information, attackers can achieve the purpose
of abnormal operation of switches on a feeder, resulting in a certain range of power outage
and serious economic losses.

Next, the physical consequence of attacking the circuit breaker (CB) and the section
switch (SS) is analyzed.
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a. Physical consequences of attacking CB

According to whether a physical fault has occurred in advance, the physical consequences
are divided into the consequence caused by a cyberattack directly and cyber-physical
combined fault. Depending on the original state of the feeder CB, it can be divided into the
undesired-tripping consequence and the failure-to-operate consequence.

(1) Physical consequences of CB undesired tripping

When the power grid is in normal operation, the CB is cyberattacked by tampering with the
information of the CB configuration files, resulting in CB undesired tripping. All consumers
on this feeder are out of power with type b = 1 of power outage.

(2) Physical consequences of CB failure to operate

When a fault occurs in a feeder section, CB and SS are disconnected for fault isolation.
After that, CB is cyberattacked and cannot receive the closing command, which makes
CB fail to operate. The consumers from the front of the feeder to the fault point are out
of power with type b = 2 of power outage. As shown in Figure 5, if the fault point is
at the third feeder section, after fault isolation, CB1 fails to close by cyberattack. Thus,
the consumers on the first and second feeder sections are out of power with type b = 2.
Considering all combined faults of feeder sections, then sum the physical consequences.
The total physical consequence of both CB undesired tripping and failure to operate is
calculated by

Cbreaker,i =

N fi

∑
j=1

CTR
fi ,j +

N fi

∑
j=2

(
λ fi ,j

j−1

∑
k=1

CTR
fi ,k

)
(16)

where λ fi ,j is the failure rate of the jth feeder section on the ith feeder and N fi
is the number

of feeder sections. The first item is the physical consequence of undesired tripping. When
calculating CTR

fi ,j
, the parameters in T( f , a, b) are set as f = fi, a = 0, and b = 1. The second

item is the physical consequence of failure to operate, and the parameters are set as f = fi,
a = j, and b = 2.

Breaker2 Switch4 Switch5 Switch6

L8 L9 L10 L11L12

Breaker1 Switch1 Switch2 Switch3

L1 L2 L3 L4 L5 L6 L7

L13

Feeder1

Feeder2

Breaker2 Switch4 Switch5 Switch6

L8 L9 L10 L11L12

Breaker1 Switch1 Switch2 Switch3

L1 L2 L3 L4 L5 L6 L7

L13

Feeder1

Feeder2

Figure 5. Topology of multisegmented network for distribution system.

b. Physical consequences of attacking SS

SS is the switch on the main feeder, which divides the line into several sections so as to
reduce the power outage region in case of a fault. The physical consequences of attacking
SS also include the direct faults caused by cyberattack and the combined faults, which are
divided into the following three situations:
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(1) Physical consequences of SS undesired tripping

When the power grid is in normal operation, one SS is cyberattacked, resulting in undesired
tripping. All consumers from this SS position to the feeder back end are out of power with
type b = 1.

(2) Physical consequences of SS failure to operate

When a fault occurs at a feeder section, the SS that should have been disconnected due
to fault isolation fails to operate due to cyberattack. The adjacent SS have to be tripped to
ensure the fault isolation; meanwhile, the power outage region is expanded. As shown in
Figure 5, assume that a physical fault occurs at feeder section 2, and the attack target is SS 2.
The DAS correctly diagnoses the fault position and sends action instructions to SS 1 and SS
2. However, due to the cyberattack on SS 2, it fails to operate. At this time, SS 1 and SS 3
will be disconnected so the power outage region are expanded. For attacking SS 2, the case
of the physical fault occurring at feeder section 3 should also be analyzed similarly.

(3) Physical consequences of adjacent switch misoperate

For SS, assume that a physical fault occurs at its front feeder section. During the
fault location and diagnosis, because the fault current is detected by the upstream FRTU
and not detected by the downstream FRTU, the two SSs at both ends of the fault feeder
are disconnected to isolate the fault. Attackers temper with the measurement data of the
downstream FRTU of the fault position to mistakenly detect the fault current. Therefore,
the new fault position is located in the downstream feeder section adjacent to the actual
fault position. The SSs of the downstream feeder section are disconnected to cut off the
fault part. Additionally, the consumers of this feeder section are out of power with type
b = 2. In addition, due to the fact that the actual physical fault has not been removed,
the CB of this feeder will disconnect again and maintain the locking state after reclosing.
Therefore, the consumers from the CB position to the actual physical fault are out of power
with type b = 2.

As shown in Figure 5, assume that the attack target is SS 2 and a fault occurs at feeder
section 2. According to the above analysis, the fault is mistakenly located at feeder section
3. The consumers on feeder section 3 are out of power with type b = 2. The actual physical
fault is not removed, so the consumers on feeder sections 1 and 2 are also out of power.
It should be pointed out that when calculating the physical consequence caused by a
cyberattack, the actual fault consequence need not be included. Similarly, if a fault occurs at
feeder section 3, FRTU 2, which should have detected the fault current, does not detect the
fault current due to the cyberattack. Thus, the fault position is located at feeder section 2,
and the consumers on feeder section 2 are out of power. After the downstream consumers
recover power supply by other feeders, the feeder providing the transfer capacity needs
to complete another process of fault diagnosis, isolation, and restoration of power supply
in nonfault areas due to the remaining existing actual physical fault. The consumers on
feeder section 4 of feeder 1 and all consumers on feeder 2 are out of power with type b = 3.
In conclusion, the total physical consequence of attacking SS is calculated by

Cswitch,g =

N fi

∑
j=g+1

CTR
fi ,j + λ fi ,gCTR

fi ,g+1 + λ fi ,g+1CTR
fi ,g + λ fi ,g

(
g+1

∑
j=1

CTR
fi ,j − CTR

fi ,g

)

+ λ fi ,g+1

CTR
fi ,g +

N fi

∑
j=g+2

CTR
fi ,j +

N f ∗i

∑
k=1

CTR
fi ,k

 (17)

In summary, the proposed research framework of a quantitative security risk assess-
ment method for cyberattacks on CPPDS is shown in Figure 6. On the cyber side, we
establish a detailed attack model based on the attack graph and vulnerability analysis. On
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the physical side, a physical consequence computation method is proposed. In addition,
based on MDP, the risk index can be obtained considering both the cyber reward and the
physical reward during attacking. Additionally, considering the attack–defense game, the
optimal allocation strategy of the defense resource is obtained by our proposed method.

Figure 6. Research framework of quantitative security risk assessment method for cyberattacks
on CPPDS.

5. Simulation Results
5.1. Physical Consequence Calculation

Simulation examples are performed on a distribution system for IEEE-RBTS bus 2 [37].
The physical network topology is shown in Figure 7. This test system consists of 4 feeders
including 22 load units. The load type and its distribution is shown in Table 2. The
other parameters such as load values, consumer numbers of load units, failure rate of
feeder sections, and power outage time during FLISR are adopted from the literature [37].
The power outage time caused by a cyberattack in this simulation is modified from the
literature [37], as shown in Table 3. There are 4 circuit breakers and 10 section switches,
which are considered as the main attack targets. The calculation results of the physical
consequences of attacking CB and SS are shown in Tables 4 and 5. It can be seen that the
physical consequences of undesired tripping are as serious as those of failure to operate.
Therefore, it is meaningful that we both consider the direct consequences caused by a
cyberattack and the consequences of cyber-physical combined faults. Specially, feeder 2
only has SS and two feeder sections; we just need to consider load 8 when calculating the
physical consequence of failure to operate. Thus, the value is relatively small. From Table 5,
it can be found that the physical consequences of undesired tripping of SS, which is close
to the feeder front, are more serious. The physical consequences of failure to operate of SS
are determined by the load condition of the adjacent feeder section, such as the load value,
consumer number, and consumer type. As usual, the physical consequences of adjacent
switch misoperate of SS are more serious. During FILSR, the power restoration process of
nonfault areas is affected because the actual physical fault is not removed. Thus, the fault
areas are expanded even to extend to the adjacent transfer feeders.
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Figure 7. IEEE-RTBS bus 2 system.

Table 2. Load type and level factor.

Load Node Customer Type Load Level Factor

1–3, 10–12, 17–19 Residential users 1
4, 5, 13, 14, 20, 21 Government agency 4

8, 9 Industrial users 3
6, 7, 15, 16, 22 Business users 2

Table 3. Power outage time caused by cyberattack.

Feeder Number fi Fault Location a Power Outage Time (hr)
b = 1 b = 2 b = 3

Feeder 1

section 1 0.43 1.58

0.12section 2 0.29 1.59
section 3 0.23 1.59
section 4 0.24 1.54

Feeder 2 section 1 0.52 1.12 0.13section 2 0.27 1.03

Feeder 3

section 1 0.46 1.57

0.15section 2 0.22 1.59
section 3 0.24 1.52
section 4 0.23 1.57

Feeder 4

section 1 0.48 1.59

0.13section 2 0.24 1.57
section 3 0.25 1.57
section 4 0.27 1.52
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Table 4. Physical consequence values of attacking CB.

Attack Target Undesired Tripping Failure to Operate Sum

CB1 6.9889 8.3064 15.2953
CB2 4.5069 0.3185 4.8254
CB3 6.5133 5.8473 12.3606
CB4 7.3057 7.0592 14.3649

Table 5. Physical consequence values of attacking SS.

Attack
Target

Undesired
Tripping

Failure to
Operate

Adjacent Switch
Misoperate Sum

SS1 3.7552 3.6427 4.5686 11.9665
SS2 1.7455 3.6302 6.0144 11.3901
SS3 0.4794 1.5103 5.5276 7.5173
SS4 1.5081 0.8624 1.8720 4.2425
SS5 3.3518 1.7636 3.2302 8.3456
SS6 2.1425 3.8398 5.8360 11.8183
SS7 0.4676 1.7299 4.7429 6.9404
SS8 3.4688 2.9888 4.4446 10.9022
SS9 2.1968 1.9564 4.0570 8.2102

SS10 1.4101 1.9897 4.6360 8.0358

5.2. Security Risk Assessment for Cyberattacks on CPPDS

The cyberattack graph is shown in Figure 4. According to the practical network
experiment in CPPDS, we assume that there are 20 vulnerabilities that can be exploited.
The specific vulnerability names and the CVSS values are shown in Table 6. By using
Algorithm 1, the risk indexes of terminal equipment and slave stations are calculated
based on MDP. As shown in Figures 8 and 9, the difference of CPRI of different terminal
equipment is obvious. CPRI shows the risk propagation from the cyber domain to the
physical domain. The impacts of a cyberattack are considered. According to the CPRI
values, defense measurement can be enhanced contrapuntally against the vulnerable slave
distribution stations and terminal equipment.

Algorithm 1 Cyber-physical risk assessment for CPPDS based on MDP
Input:
CPRI(s): initial array values;
γ: discounting factor;
P(s′|s, avi ): state transfer probability;
Rnet(s′|s, avi ): net reward obtained by attackers;
θ: a small positive threshold determining the accuracy of estimation;
1: Repeat
2: ∆← 0
3: For each s ∈ S:
4: temp← CPRI(s)
5: CPRI(s)←maxa∈A(s){∑s′∈S P(s′|s, avi )·
6: [Rnet(s′|s, avi )+γ·CPRI(s′)]}
7: ∆← max(∆, |temp− CPRI(s)|)
8: until ∆ < θ
Output:
CPRI(s): final cyber-physical risk index;
π(s)∗: optimal attack path policy that
π(s) = arg maxa∈A(s) {∑s′∈S P(s′|s, avi )·[Rnet(s′|s, avi )+γ·CPRI(s′)]}.
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Table 6. Vulnerability information.

Number Name Vector Values Age Transition
AV AC AT CI II AI Probability

v1 CVE-2015-4879 N H S P P P 1095 0.4164
v2 CVE-2018-5678 N M N P P P 60 0.4016
v3 CVE-2016-5053 N L N P P P 730 0.4829
v4 CVE-2014-8684 N L N P P P 1460 0.4857
v5 CVE-2012-4879 N L N C C C 2190 0.4871
v6 CVE-2012-4514 N L N C C C 2190 0.4871
v7 CVE-2010-3847 L L N C C C 2920 0.1928
v8 CVE-2012-4056 N L N P P P 2190 0.4871
v9 CVE-2011-4034 N M N C C C 2555 0.4190
v10 CVE-2011-3492 N L N C C C 2555 0.4876
v11 CVE-2010-0258 N M N C C C 2920 0.4193
v12 CVE-2012-0874 N M N P P P 2190 0.4185
v13 CVE-2015-1358 N L N P N N 1095 0.4846
v14 CVE-2014-4686 N M N P P P 1460 0.4173
v15 CVE-2014-5410 N M N N N C 1460 0.4173
v16 CVE-2013-4682 N L N P P P 1825 0.4865
v17 CVE-2015-4684 N L S P P N 1095 0.3855
v18 CVE-2014-3569 N L N N N P 1460 0.4857
v19 CVE-2015-4684 N L S P P N 1095 0.3855
v20 CVE-2014-3569 N L N N N P 1460 0.4857

Figure 8. Risk index of different terminal equipment.

Figure 9. Risk index of different slave distribution stations.
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5.3. Security Risk Assessment Based on Attack–Defense Game

In this case, defense resource allocation is taken into account. For convenience, we con-
sider three levels of defense degree, including low, medium, and high. The corresponding
quantized values are set as 0.5, 1.0, and 1.5. The total defense resource constant is assumed
as 15. There are 15 transfer paths needed to deploy the defense resource. The average value
is 1.0. The comparative tests of “no defense”, “average defense”, and “optimal defense” are
completed. The results are shown in Figures 10 and 11. It can be seen that CPRIs decrease
due to the defense. Especially, with our proposed attack–defense game MDP model, the
CPRIs decrease by about a half. The optimal defense resource allocation scheme is shown
in Table 7. The vulnerable parts of the information system can be deployed with more
defense resource. Therefore, our method can help defenders maximize the defense resource
utilization, and it is efficient to apply into the actual distribution power system to enhance
cyber-physical security.

Figure 10. Risk index of different terminal equipment under three defense scenarios.

Figure 11. Risk index of different slave distribution stations under three defense scenarios.
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Table 7. Result of optimal defense resource allocation.

Transfer Path Value Transfer Path Value

Monitor host→ IHMI 1.5 CSWI→ XSWI 1.5
Remote interface→ ITMI 0.5 MMET→ CSWI 0.5
Remote interface→ ITCI 1.5 PTRC→ CSWI 1.0

IHMI→ CSWI 1.0 Transformer→ TCTR 1.0
IHMI→MMET 0.5 Sensor→ TSGN 1.0
IHMI→ PTRC 0.5 TCTR→ PTRC 1.0
ITMI→ IHMI 0.5 TSGN→MMET 1.5
ITCI→ CSWI 1.5 - -

6. Conclusions

This paper proposes a security-oriented cyber-physical risk assessment method for
cyberattacks on CPPDS. Based on MDP, the CPRI values of terminal equipment and
distribution stations are calculated. In addition, when considering the allocation of a finite
defense resource, the modified MDP method with an attack–defense game is proposed.
The simulation results demonstrate that our method can accurately evaluate the risk for a
cyberattack so that it can help the system operation and maintenance personnel identify the
high-risk equipment and existing cyber vulnerability. According to the obtained optimal
defense allocation strategy, the vulnerable part of an information system can be deployed
with the defense measurements reasonably so as to most effectively and pertinently improve
the security of CPPDS under the consideration of a security defense cost.

Our proposed method only concerned the risk of load shedding resulting from cy-
berattacks. Other risk factors, such as frequency stability and voltage stability, should
also be considered. Concurrently, the growing penetration of renewable energy sources
poses new challenges that the risk index computation method should be updated. The
distribution system studied in this paper is based on the centralized control mode of master
station/slave station. In the following work, the cybersecurity issues under flexible dis-
tributed control and distributed fault self-healing will be investigated. What is more, we
will explore the identification, early warning, and active defense methods of cyberattacks
coordinated by the physical side and the information side.
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