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Abstract: Artificial Intelligence and Deepfake Technologies have brought a new dimension to the
generation of fake data, making it easier and faster than ever before—this fake data could include text,
images, sounds, videos, etc. This has brought new challenges that require the faster development of
tools and techniques to avoid fraudulent activities at pace and scale. Our focus in this research study
is to empirically evaluate the use and effectiveness of deep learning models such as Convolutional
Neural Networks (CNNs) and Patch-based Neural Networks in the context of successful identification
of real and fake images. We chose the healthcare domain as a potential case study where the
fake medical data generation approach could be used to make false insurance claims. For this
purpose, we obtained publicly available skin cancer data and used recently introduced stable diffusion
approaches—a more effective technique than prior approaches such as Generative Adversarial
Network (GAN)—to generate fake skin cancer images. To the best of our knowledge, and based on
the literature review, this is one of the few research studies that uses images generated using stable
diffusion along with real image data. As part of the exploratory analysis, we analyzed histograms
of fake and real images using individual color channels and averaged across training and testing
datasets. The histogram analysis demonstrated a clear change by shifting the mean and overall
distribution of both real and fake images (more prominent in blue and green) in the training data
whereas, in the test data, both means were different from the training data, so it appears to be
non-trivial to set a threshold which could give better predictive capability. We also conducted a
user study to observe where the naked eye could identify any patterns for classifying real and fake
images, and the accuracy of the test data was observed to be 68%. The adoption of deep learning
predictive approaches (i.e., patch-based and CNN-based) has demonstrated similar accuracy (~100%)
in training and validation subsets of the data, and the same was observed for the test subset with and
without StratifiedKFold (k = 3). Our analysis has demonstrated that state-of-the-art exploratory and
deep-learning approaches are effective enough to detect images generated from stable diffusion vs.
real images.

Keywords: fraudulent insurance claims; healthcare fraud detection; patch-based model; synthetic
data; medical imaging
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1. Introduction

The advanced techniques of medical imaging, including computed tomography (CT),
X-ray scans, Ultrasound, and magnetic resonance imaging (MRI), play an active role in the
effective diagnosis of different diseases and reduce the burden on the healthcare industry.
CT scans are more informative than 2D X-ray images due to the different angle views
of soft tissues and bones [1]. CT scans, as well as MRI images, are usually stored in a
particular format known as Digital Imaging and Communications in Medicine (DICOM) to
maintain the high quality of the images [2]. Nowadays, in hospitals, Picture Archiving and
Communication System (PACS) servers are being used to store large amounts of medical
images [3]. This server serves as the central point to store and retrieve the images as needed,
i.e., to transfer data between the scanner, hospital, and workstations. Many medical centers
rely on outdated security measures and legacy software which leads to unauthorized
access [4]. For example, the researchers from McAfee have used 3D printers to reconstruct
the model of a pelvis from unsecured volumetric DICOM data [5]. Deceptive attacks, such
as adding tumors to set a benign CT scan image to a malignant scan, can be the cause of
unnecessary treatment for patients. Similarly, altering the CT scan image of a malignant to
a benign scan can be harmful to the patient and lead to death.

Deepfake was first introduced in 2014 with the training of large amounts of data by
Generative Adversarial Networks (GANs) [6]. Deepfake is being used in different tasks,
for example, generating images and creating scenes and now it is also being used in the
medical field [7]. Different approaches have been proposed to identify Deepfakes using
different perspectives, including several methods based on deep learning techniques [8]. In
the US, the Defense Advanced Research Projects Agency (DARPA) has launched a forensic
project to identify altered media effectively [9]. This project reflects the importance of
identifying fake media content. Furthermore, Facebook, with Microsoft’s collaboration,
has introduced an AI-based challenge to Deepfake identification. This collaborative effort
enhances the need to detect fake content and reduce the risk associated with fake media.

In the US, approximately 80 million scans are performed annually, as per the Harvard
Health report [10]. In the past, GAN was primarily used for tampering images and videos
but now, with the advancement of artificial intelligence (AI), there are many methods
proposed, such as diffusion technology. The identification of such altered images to save
human lives as well as to reduce treatment costs and the healthcare industry burden
is a time-critical need. Many studies have been proposed in different contexts of fake
content identification; however, in the medical field, few Deepfake studies exist. The other
concern is the generalizability of the proposed fake media identification model. The existing
proposed models are mainly based on GAN and their performance is effective only for the
manipulation techniques for which they are trained. More simply, the existing proposed
model is not suitable for the latest manipulation techniques, like diffusion.

With the advancement of deep learning, convolutional neural networks (CNNs) have
been proposed as effective tools for identifying fake content due to the requirement of less
pre-processing, and these models can easily learn filters and features. A solitary pulmonary
round tissue mass is one type of lung cancer that is distinct from other types. If the diameter
of the mass is greater than 8 mm, then the cancer is malignant, otherwise, it is benign.
The two common image tampering methods are copy–move and image splicing. The
copy–move method consists of duplicating the non-interesting area. This method can
also be used to increase the frequency of the region of interest. Image splicing also works
similarly to the copy–move method except that, in the image splicing method, the region of
interest originates from an external image. The study [11] employs Mask R-CNN (Mask
Region-based Convolutional Neural Network) and the Sobel filter to detect and localize
copy–move and picture-splicing forgeries. The Sobel filter allows for the prediction of
masks based on the identification of gradients that are similar to those of the real mask.

Deepfake attackers are now capable of learning from the collection of images to create
an image that looks like a real image due to the GAN network that is based on two neural
networks from which one is a generator and the other is a discriminator [6]. The generator
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network creates a fake sample and discriminator used to learn the difference between real
and fake images. The problem addressed in this study is the identification of fraudulent
medical images used to misrepresent medical conditions for insurance claims. The major
aim of this study is to evaluate the deep learning models for the identification of fake
medical images that are generated with stable diffusion techniques [12]. The key objectives
of this study are listed below:

1. We have fine-tuned several CNN and transformer-based models to evaluate the
performance of the deep learning models for fake medical cancer detection through
images.

2. We have considered the stable diffusion techniques to generate the fake medical
images and to assess the model performance for the identification of these images.

3. A detailed histogram analysis was performed to understand distribution changes.
4. A user study was performed to compare human perception and deep learning models

for detecting fake medical images.

The remaining structure of this paper is outlined as follows: Section 2 is based on
the literature review; Section 3 describes the dataset and the proposed methodology;
Section 4 consists of results, discussion, and implications; and, finally, Section 5 presents
the conclusion of this study.

2. Literature Review

The process of creating AI images accelerates due to the advancement of deep learning
techniques. Computer Vision has also gained popularity due to the advanced CNN models.
However, acquiring the annotated dataset in the domain of medical imaging is a challenging
task. To overcome this dataset limitation, Frid-Adar et al. [13] proposed a method to
generate synthetic medical images using GANs. The performance of the CNN models,
especially for medical image classification, was enhanced with their method. Their strategy
was proven using a dataset of 182 liver lesions using computed tomography (CT) images.
Training the CNN with both conventional and synthetic data augmentation increases
sensitivity from 78.6% to 85.7% and specificity from 88.4% to 92.4%. The approach shows
potential for improving medical image classification and could be used more widely in
medical diagnostics. With this advancement, the medical field has also been affected due to
medical image tampering. From the literature perspective, different studies were proposed
based on deep learning and artificial intelligence for the prediction of fake images. In
different domains, Deepfake technology is being increasingly used to insert images into
videos. On the other hand, a patient’s medical data can be captured by filming a specific
area of the body using a machine in a controlled environment. The ease of access raises
concerns about the possibility of generating fake medical images. As a result, the demand
for an effective model for the prediction of fake medical images is a current need due to the
health concerns of patients.

Mirsky et al. [14] proposed a CT-GAN framework in their study that can add or
remove tumors in patients’ lungs through CT scan images. To evaluate their proposed
model, they selected three radiologists with 2.5 and 7 years of experience, respectively.
Also in their study, they selected the trained model that won the 2017 Kaggle Data Science
Bowl [15] for the identification of images with and without tampering. Their experiments
were based on blind and open trials. In a blind trial, radiologists were unaware of any
tampering. The blind trial found high rates of misdiagnosis: 99% of tumor-injected scans
were mistaken as malignant, while 94% of tumor-removed scans were misdiagnosed as
benign. In an open trial, after learning of the tampering, misdiagnosis rates dropped to
60% and 87%. In the blind study, an AI lung cancer detection program misidentified all
manipulated patients. These findings show the increasing susceptibility of today’s medical
systems to image-tampering attacks.

Several methods are proposed in response to identifying the tampering medical images.
These methods are divided into two main categories, i.e., active and passive detection [16].
In active detection, before transmitting the image through a public channel, a known
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authentication code, such as a digital signature, is embedded in the image. The image is
validated by comparing this embedded code with the original code.

A reign-based hybrid medical image watermarking scheme was introduced by Singh
et al. [17]. To enhance security and temper detection accuracy, their proposed technique
is based on hybrid domain watermarking techniques. To create a hybrid watermarking
technique, Savaridass et al. [18] combined DVT and singular value decomposition in their
study. Their proposed approach was tested for different attacks based on Gaussian noise,
salt and pepper noise, and filtering. In another study [19], the authors combined DVT and
singular value decomposition for a hybrid watermarking technique and tested for different
attacks. The active detection techniques are effective, however, for these techniques, special
hardware and software are required to add an authentication code in the image before
transmitting. Therefore, passive detection techniques are popular as, when using these
techniques, no prior information about the image is required. The passive techniques
work by identifying local features using statistical and frequency information. Discrete
Wavelet Transform (DVT) was used in the study of Thakur et al. [20] to divide the image
into sub-images. In their study, speed-up robust features (SURFs) and a support vector
machine (SVM) were used to extract features and perform classification tasks, respectively.

The objective of Sharafudeen et al. [21] was to address the detection of altered lung
CT scans generated using CT-GANs via a comprehensive case study. They used machine
learning algorithms and a unique three-dimensional deep neural architecture to distinguish
between tampered and untampered data. On the CT-GAN dataset, the proposed architec-
ture produced an impressive 91.57% accuracy, 91.42% sensitivity, and 97.20% specificity.

Dermoscopic skin lesion images were generated and detected using Conditional
Generative Adversarial Networks (CGANs) and Vision Transformers (ViTs) in another
study by Sharafudeen et. al. [22]. In their study, Derm-CGAN was created to accurately
simulate six different dermoscopic skin lesions. The analysis revealed a strong connection
between genuine and synthetic visuals, and they achieved an accuracy of 97.18%.

Albahli et al. [23] proposed a model named MedNet for detecting CT-Scan-based
fake lung images. Their proposed model is mainly based on the pre-trained model
EfficientNetV2-B4, and they achieved an accuracy of 85.49%.

Amiri et al. [24] proposed a model based on an evolutionary algorithm for the detection
of copy–move forgery in medical images. Their proposed model also can detect fake blocks.
Their dataset is based on a total of 300 images of which 200 are fake and 100 images are
real [25]. They achieved a precision of 90.07% with their proposed model. Furthermore, the
literature review summary is available in Table 1.

Table 1. Literature review summary.

Study Dataset Description Model Results

Wang et al., 2019 [11]

(1) Synthetic dataset using the
images from COCO [26]

(2) Coverage Database [27]
(3) Columbia Dataset [28]

Mask RCNN +Sobel Filter

(1) Average Precision (AP)
COCO Synthetic
Images = 0.769

(2) Coverage AP = 0.936
(3) Columbia AP = 0.978

Frid-Adar et al., 2018 [13]

GAN is used to increase the Liver
Lesions dataset to improve the

performance of the CNN model
for medical imaging

GAN and CNN

(1) Sensitivity with GAN
Augmentation = 85.7%

(2) Sensitivity with Classic
Augmentation = 78.6%

Mirsky et al., 2019 [14] 888 Scans (LIDC-IDRI Dataset [29] CT-GAN framework _

Singh et al., 2022 [17]

Cover Images from OPENi
(https://openi.nlm.nih.gov/,

accessed on 4 May 2024),
USC-SIPI [30], Kaggle [31,32]

STARE [33]

Hybrid Domain
Watermarking Techniques Accuracy >= 97%

https://openi.nlm.nih.gov/


Computation 2024, 12, 173 5 of 22

Table 1. Cont.

Study Dataset Description Model Results

Savaridass et al., 2021 [18] Medical Image Database [34]

Hybrid Watermarking
(Discrete Wavelet Transform

-DVT and Singular Value
Decomposition-SVD)

Normalized
Coefficient > 0.97

Mohammed et al., 2021 [19] Medical and Watermark Images Discrete Cosine Transform
(DCT) and SVD

Peak Signal to Noise Ratio
(PSNR) = 59.98 decibels

Thakur et al., 2018 [20] -
Passive Method, Speed-Up
Robust Features–SURF and

SVM
-

Sharafudeen et al., 2023 [21] Dermoscopy Images (Real +
CGANs Generated Images)

ML Models and Pretrained
Deep Learning Models Accuracy = 91.57%

Sharafudeen et.al., 2023 [22] Dermoscopy Images (Real +
CGANs Generated Images) Vision Transformer Accuracy = 97.18%

Albahli et al., 2023 [23] CT-GAN Dataset (Lung CT-Scan) EfficientNetV2-B4 Accuracy = 85.49%

Amiri et al., 2024 [24] Chest Case Study [25]
Discrete Cosine and Wavelet

Transform, Equilibrium
Optimization Algorithm

Precision = 90.07%

Budhiraja et al., 2022 [35]

Lung Image Database
Consortium Image Collection

(LIDC-IDRI) [36], CT-GAN
Dataset [14]

Based on Convolutional
Reservoir Networks (CoRN) -

Research Gap

All the previous studies were mainly based on GAN-based fake images, but, as
compared to the GAN, stable diffusion is the latest text-to-image manipulation method [12].
It is being used to generate high-quality images based on text descriptions. There are
several steps involved, i.e., encoding, synthesis, and refinement in stable diffusion for
converting text to image. The encoding part converts the text into the format that is
capable of the synthesis part. The word embedding and attention mechanism can also
be considered to capture meaningful information from the text. The image synthesis
part is used to capture the visual information that is available in the text description. It
can capture the controlled information of blurring, smoothing, and denoising the image.
Regularization and control mechanisms can be applied to ensure the stability of the image.
There are several applications of stable diffusion, including virtual content creation and
media production. The use of such technology to generate fake media has increased due
to the rapid advancement of stable diffusion. This tends to pose a significant challenge,
especially in Deepfake medical images, as such disinformation and manipulation of medical
images can lead to death as well as unnecessary treatment. This diffusion model is based
on the latent diffusion model, and the equation of LDM can be seen in Equation (1) [12].
In Equation (1), a series of denoising autoencoders are represented by θ(zt, k); k = 1. . . T.
These autoencoders are fine-tuned to predict a refined version of their input zt, where zt is
a disturbed reproduction of the original input t, and y is the text prompt.

LDM = Eε(m),n,ϵ∼N(0,1),k

[
|| ∈ − ∈ϑ (zt, k, Tϑ(y))||22

]
(1)

In this study, we have generated medical Deepfake data using cutting-edge diffusion
technology, a novel approach in medical Deepfakes. Furthermore, CNNs have shown
impressive effectiveness in uncovering Deepfake material, emphasizing their significance in
this domain. While adept at extracting features from diminutive elements, CNNs might face
difficulties pinpointing crucial areas within an image. Utilizing a ViT model [37] for medical
Deepfake detection offers a compelling and promising alternative. ViTs were initially
created for image classification tasks and have proven to have excellent performance in
several computer vision benchmarks [38]. We have selected the ViT model and CNN-
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based pre-trained models to identify the robust model for stable-based fake malignant
identification. This study’s major significant contributions are listed below.

• Fake Malignant Skin Cancer Dataset Preparation using Stable Diffusion-Based Mode;
• Dataset Preprocessing;
• Feature Analysis using Histogram;
• Training and Evaluation of ViT Model (Global Feature Extraction);
• Training and Evaluating CNN models with and without ImageNet (Weights).

3. Methodology

This section describes the dataset and the proposed methodology. The proposed
method is designed to accurately identify the real and fake medical images generated
by diffusion technology. The schematic diagram of the proposed study is presented in
Figure 1.
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identification.

3.1. Dataset

We have selected malignant samples of the skin cancer dataset sourced from Kag-
gle [39]. Furthermore, with these malignant samples fake medical malignant images are
generated using stable diffusion [12]. The real malignant class has 1197 samples for training
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and 300 samples for testing, and the fake malignant class also has 1197 and 300 samples for
training and testing, respectively. Due to the balanced classes, and to avoid unnecessary
filters, we have not used data augmentation. In the stable diffusion-based model, several
parameters are available that need to be fine-tuned for high-quality images. The two
important parameters are “num_inference_steps” and “image_guidance_scale”.

• Number of Inference Steps: This parameter determines the number of inference steps
or iterations the diffusion model needs to complete to produce the final image. With
each inference step, the image is further refined, bringing out more details and better
quality. Higher-quality findings are usually obtained by increasing the number of
inference stages, which also increases computing time. In our situation, effective
images are generated for inference steps of 5.

• Image Guidance Scale: This parameter regulates how strongly the diffusion model
receives image guidance. The influence of the starting image (if provided) on the generat-
ing process is referred to as image guidance. A greater value for “image_guidance_scale”
increases the effect of the original image, which could result in generated images that
preserve more aspects of the input image. We have set it to 1 in this study, and the
influence of the original image remains at its initial level.

The real malignant and diffusion-based fake malignant skin cancer image samples can
be seen in Table 2.

Table 2. Real malignant and diffusion-based fake malignant skin cancer samples.

Sr. # Real Malignant Diffusion-Based Fake Malignant

1
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For visualization purposes, histograms [40] were generated to illustrate the pixel in-

tensity and frequency distribution within the dataset containing real and synthetic skin 

cancer images. The average histograms of the training and testing dataset can be seen in 

Figures 2 and 3, respectively. This graphical representation offers valuable insights into 

the inherent characteristics of authentic and artificially generated images, aiding in the 

visual analysis of image fidelity and authenticity. 
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For visualization purposes, histograms [40] were generated to illustrate the pixel
intensity and frequency distribution within the dataset containing real and synthetic skin
cancer images. The average histograms of the training and testing dataset can be seen in
Figures 2 and 3, respectively. This graphical representation offers valuable insights into the
inherent characteristics of authentic and artificially generated images, aiding in the visual
analysis of image fidelity and authenticity.
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3.2. ViT Network Architecture

In the current image processing domain, the ViT [37] is an effective alternative to
CNN for computer vision tasks. Although CNN has been the go-to for image recognition,
it has limitations like fixed hierarchical structures, limited receptive fields, and a lack of
flexibility in handling images of varying resolutions. ViT overcomes these problems by
leveraging self-attention processes to capture both local and global dependencies between
picture patches, resulting in potentially higher performance, especially on tasks requiring
understanding links between distant areas of the image. The key success of ViT lies in its
approach to dealing with the images as patches, its adaptability, and its versatility.

The architecture of ViT is mainly based on tokenization and embedding. The input
image is divided into patches, for example, the image will be divided into patches of size
16 × 16. These patches are then normalized after being flattened and converted via a linear
operation into a higher-dimensional space. This feature of ViT enables it to learn global
and local information of images. The ViT mathematically can be represented as assuming
the image size is M × N, and the image is divided into P patches of size k × k. Each patch
is represented as a flattened vector of length d. The total number of patches P can be
calculated using Equation (2).

P =
M
k

× N
k

(2)

Overall, the ViT architecture consists of the four major components listed below.
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Embedding/Patch Embedding: Each patch vector is linearly projected into higher-
dimensional space using embedding matrix E (see Equation (3)).

Xembedding = E·Xpatch (3)

Positional Embedding: To capture the spatial information, positional embeddings
(e1, e2, . . . , en) for the N sequences are added to the patch embeddings of N sequences
(p1, p2, . . . , pn). Usually, these positional embeddings are sinusoidal functions with
different frequencies and phases, see Equation (4).

Positional Embedding = {e1 + p1, e2 + p2, . . . , en + pn} (4)

Transformer Blocks: The patch embeddings, including positional encodings, are
transferred across multiple transformer blocks. Position-wise feedforward and multi-head
self-attention layers contribute to each block.

Classification Head: The output of the final transformer block is passed to a classifica-
tion head, which commonly consists of a single linear layer followed by SoftMax activation
for classification tasks.

The design of the ViT centers around a multi-head self-attention (MSA). The outputs
of the multiple attention heads are then concatenated and linearly processed before being
passed into the subsequent layers. This technique enables the model to learn multiple repre-
sentations from various angles, which enhances its capacity to extract relevant information
from the input image. The MSA is based on Q, K, and V, which represent query, key, and
value matrices. Transformers rely significantly on the self-attention mechanism, which is
the foundation for explicitly modeling interactions and relationships across all sequences
in prediction tasks. Unlike CNNs, which depend on local receptive fields, the self-attention
layer collects insights and features throughout the input sequence, allowing it to identify
local and global information. The different versions of ViT models are available with other
parameters, i.e., layers, hidden size, and parameters; see Table 3. The ViT base model was
selected for this study due to its low computation and architectural complexity. To avoid
computational complexities and limited resources, we have selected the ideal size of the
image, which is 224 × 224, and the patch size, which is 16 × 16, and the ViT base model.

Table 3. ViT model variation specifications [37].

Model Layers Hidden Size Parameters

ViT Base 12 768 86 M
ViT Large 24 1024 307 M
ViT Huge 32 1280 632 M

3.3. CNN-Based Pretrained Models

To demonstrate the patch-based technique and local extraction-based traditional CNN
model technique, we have considered different well-known models, i.e., MobileNetV2 [41],
EfficientNetB0 [42], Xception [43] and InceptionV3 [44], EfficientNetV2B0 [45],
ResNet152V2 [46], VGG19 [47], ConvNeXt Base [48], CoAtNetT [49], and ResNeSt [50].
These models are selected because they have a reasonable number of parameters and layers
(approximately) (see Table 4).

Transfer learning and pre-trained model weights are considered in this study. We have
removed the fully connected layers from the network architecture and added one fully
connected layer (with sigmoid function [51]) followed by a flattened layer. The fine-tuned
InceptionV3 model can be seen in Figure 1. The other CNN-based pretrained models were
also fine-tuned, similar to the InceptionV3 model.
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Table 4. Pretrained model (CNN-based) variation specifications.

Model Layers (Approx) Parameters (Approx)

MobileNetV2 53 3.4 M
EfficientNetB0 214 5 M

Xception 71 22 M
InceptionV3 159 23 M

EfficientNetV2B0 88 7.8 M
ResNet152V2 152 60.2 M

VGG19 19 143.67 M
ConvNeXt Base 170 89 M

CoAtNetT 118 14 M
ResNeSt 50 28 M

4. Results and Discussion

This section consists of evaluation measures, software and hardware requirements,
results, discussion, and robustness of the ViT and CNN-based models.

4.1. Evaluation Measures

In machine learning and deep learning, evaluation measures play an active role in
measuring the model’s generalizability. This study has considered several measures to
confirm the model’s generalizability. In Equations (5)–(7), the TP, TN, FP, and FN represent
true positive, true negative, false positive, and false negative, respectively.

Accuracy: The accuracy represents the overall correctness of the model prediction.
It is calculated by correctly classifying samples, i.e., True Prediction out of total testing
samples (see Equation (5)). In other words, assume we have 100 samples for testing and
the model correctly classified 80 samples, i.e., true fake and true real. The model accuracy
is 80% in this case.

Accuracy = (TP + TN)/((TP + FP + FN + TN) (5)

Precision: Precision represents the model’s ability to identify true positives from
predicted ones. It can be calculated by dividing true positive predicted samples by all
positive predicted samples, which can be either false or true positive (see Equation (6)).

Precision =
(TP)

(TP + FP)
(6)

Recall: Recall is also known as true positive rate or sensitivity. The recall represents
the model’s ability to identify true positives from all actual positives.

Recall =
(TP)

(TP + FN)
(7)

F1: The harmonic mean of precision and recall is known to be F1. It offers one statistic
that balances precision and recall, making it useful when the class distribution is unequal
or where both errors are equally important.

F1 =
2 × Precision × Recall
(Precision + Recall)

(8)

4.2. Hardware Specifications

We have used the free version of T4 GPU provided by Google (Google Colab [52])
to conduct the experiments and preparation of the dataset. The hardware specifications
related are system RAM: 12.7 GB, GPU RAM: 16 GB, and Disk Space: 78.2 GB.
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4.3. Experimental Results and Discussion

The base ViT model was trained with the image size of 224 × 224 and patch size of
16 × 16. The experimental results concerning the training and validation graph, confusion
matrix, and classification report are presented in this section with sufficient details. The
limitation of the ViT models is that they are eager for datasets. A huge amount of training
data is required for effective performance. We have 1197 real images and 1197 fake gen-
erated images of malignant cancers in a total of 2394 samples for training, while 300 real
images and 300 fake generated images available for testing purposes. We have used 20% of
the data as validation from 2394 samples of the training dataset.

The training accuracy and training loss start from 0.9713 and 0.2596, while validation
accuracy and validation loss start from 0.9958 and 0.06, respectively. After epoch 5, the
model performance is well generalized and at epoch 10 the training accuracy, validation
accuracy, training loss, and validation loss were 1.0000, 1.0000, 0.0049, and 0.0049, respec-
tively. The losses and accuracies graph that show the model’s generalizability can be seen
in Figure 4.
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malignant skin cancer.

We have also considered the confusion matrix to evaluate the efficacy of the ViT model.
A confusion matrix is an accurate evaluation of how well a classification model performs
across classes. It enables practitioners to assess the model’s efficacy beyond basic accuracy
measurements (see Figure 5 for the confusion matrix). In Figure 2, 0 represents the real
malignant class and 1 represents the stable-based generated fake cancer.

The classification report can be seen in Table 5, in which the model was evaluated for
600 samples (300 for each class) and performed well. The results are outperformed because
accuracy, precision, recall, and f1 are all at 99.66%.

Table 5. Classification report for real (1) and fake (0) malignant skin cancer.

Precision Recall F1 Support

1/Real Malignant 0.9966 0.9966 0.9966 300
0/Fake Malignant 0.9966 0.9966 0.9966 300

Macro Average 0.9966 0.9966 0.9966 600
Weighted Average 0.9966 0.9966 0.9966 600

Overall Accuracy = 0.9966 (99.66%)
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We have also applied and fine-tuned the CNN-based pre-trained models in this study.
In this study, for the case of CNN-based pre-trained models, the best performance was
of the InceptionV3 model without weights, see Table 6. The model InceptionV3 without
weights achieved training accuracy, train loss, validation accuracy, validation loss, test
accuracy, and test loss of 0.995, 0.0017, 0.9979, 0.0062, 0.9966, and 0.0081, respectively; see
Figure 6. The weighted precision, recall, and F1 score of InceptionV3 without ImageNet
weights all are between 0.9950–0.9966.

Table 6. Pre-trained (CNN models) scores with and without pretrained weights.

Model Trainable Train
Accuracy Train Loss Val

Accuracy
Val

Loss
Test

Accuracy
Test
Loss

InceptionV3 False 1.0000 0.0022 0.9457 0.1762 0.9449 0.1579
InceptionV3 True 0.9995 0.0017 0.9979 0.0062 0.9966 0.0081

MobileNetV2 False 1.0000 0.0005 0.9916 0.0578 0.9816 0.1127
MobileNetV2 True 0.9937 0.0237 0.5115 42.97 0.5233 42.15
EfficientNetB0 False 0.5085 0.702 0.4990 0.6229 0.500 0.6932
EfficientNetB0 True 0.9927 0.0289 0.5010 7.6743 0.500 7.8245

Xception False 0.9995 0.0056 0.9666 0.1318 0.9499 0.1564
Xception True 1.0000 0.0017 0.9979 0.0023 0.9950 0.0110

EfficientNetV2B0 False 0.5070 0.6987 0.5010 0.7052 0.5000 0.7057
EfficientNetV2B0 True 0.9951 0.0139 0.9979 0.0140 0.9900 0.0247

ResNet152V2 False 0.9991 0.0279 0.9520 0.1397 0.9466 0.1792
ResNet152V2 True 1.0000 0.0014 0.9958 0.0272 0.9933 0.02231

VGG19 False 0.4997 0.7710 0.5010 0.7697 0.5000 0.7704
VGG19 True 0.9969 0.0111 0.9812 0.0499 0.9816 0.0717

ConvextNet Base False 0.6187 0.6199 0.6180 0.6188 0.6349 0.6226
ConvextNet Base True 1.0000 0.0041 0.9582 0.1328 0.9549 0.1775

CoAtNetT False 0.4997 0.6942 0.5010 0.6939 0.5000 0.6940
CoAtNetT True 0.5023 0.7130 0.4990 0.7168 0.5000 0.7011
ResNest False 0.5003 0.7383 0.4990 0.7391 0.5000 0.7384
ResNest True 0.9065 0.4698 0.9081 0.4671 0.8849 0.4821
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The Xception model without weights achieved training accuracy, train loss, validation
accuracy, validation loss, test accuracy, and test loss of 1.0000, 0.0017, 0.9979, 0.0023, 0.9950,
and 0.0110, respectively (see Figure 7). The weighted precision, recall, and F1 score of
InceptionV3 without ImageNet weights are all between 0.9950 and 1.000.
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EfficientNetB0 False 0.5085 0.702 0.4990 0.6229 0.500 0.6932 

EfficientNetB0 True 0.9927 0.0289 0.5010 7.6743 0.500 7.8245 

Xception False 0.9995 0.0056 0.9666 0.1318 0.9499 0.1564 

Xception True 1.0000 0.0017 0.9979 0.0023 0.9950 0.0110 

EfficientNetV2B0 False 0.5070 0.6987 0.5010 0.7052 0.5000 0.7057 

EfficientNetV2B0 True 0.9951 0.0139 0.9979 0.0140 0.9900 0.0247 

ResNet152V2 False 0.9991 0.0279 0.9520 0.1397 0.9466 0.1792 

ResNet152V2 True 1.0000 0.0014 0.9958 0.0272 0.9933 0.02231 

VGG19 False 0.4997 0.7710 0.5010 0.7697 0.5000 0.7704 

VGG19 True 0.9969 0.0111 0.9812 0.0499 0.9816 0.0717 

ConvextNet Base False 0.6187 0.6199 0.6180 0.6188 0.6349 0.6226 

ConvextNet Base True 1.0000 0.0041 0.9582 0.1328 0.9549 0.1775 

CoAtNetT False 0.4997 0.6942 0.5010 0.6939 0.5000 0.6940 

CoAtNetT True 0.5023 0.7130 0.4990 0.7168 0.5000 0.7011 

ResNest False 0.5003 0.7383 0.4990 0.7391 0.5000 0.7384 

ResNest True 0.9065 0.4698 0.9081 0.4671 0.8849 0.4821 
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real (1) and fake (0) malignant skin cancer.

The ResNet152V2 model without ImageNet weights achieved training accuracy, train
loss, validation accuracy, validation loss, test accuracy, and test loss of 1.0000, 0.0014, 0.9958,
0.0272, 0.9933, and 0.0031, respectively; see Figure 8. The weighted precision, recall, and F1
score of InceptionV3 without ImageNet weights are all between 0.9900 and 0.9933.

From the detailed experiments, we have found that the ViT base model performance
and InceptionV3 (without weights) are equal in test accuracy. The training, validation, and
test accuracy are 100% for the case of the ViT model; however, the ViT model has 86 M
parameters. Furthermore, the ImageNet weights are not used in the InceptionV3 model; it
also has 22 M parameters. InceptionV3 has a slightly lower score (point score difference)
both in terms of training and validation. The network structure of InceptionV3 is based on
159 layers, and ViT is based on only 12 layers. Figure 9 compares the ViT base model and
InceptionV3 (without weights).
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Figure 9. ViT base model vs. InceptionV3 (without weights) for real (1) and fake (0) malignant
skin cancer.

Furthermore, to verify the generalization of the proposed InceptionV3 model, we
have also performed experiments with the StratifiedKFold with the k = 3 method. The
folds’ results can be seen in Figure 10. Both average train accuracy and average validation
accuracy are ~100%, and, after complete training and with the best model-trained weights,
the test accuracy is 99.17%, and the test loss is 0.0302.
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4.4. Practical Implications

Deepfake Technologies serve as crucial ethical problems, especially in the healthcare
domain. One of the concerns is that these technologies can be used for medical image
manipulation leading to incorrect diagnosis and this situation can be harmful for patients.
Furthermore, serious privacy concerns have been raised due to the unauthorized use of
personal medical data. To address these concerns, we have proposed a DL-based model
for identifying the manipulation in the medical images. The overall implications of our
study are significant in the context of combating the proliferation of fake medical images,
particularly in the era of AI and Deepfake technology. By demonstrating the effectiveness of
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our proposed models in identifying fake images generated by diffusion-based technology,
we contribute to the advancement of techniques for detecting fraudulent medical data.

Our findings highlight the potential of leveraging deep learning models, such as
ViT and InceptionV3, for detecting fake medical images with high accuracy. With the
integration of this model in healthcare, fraudulent insurance claims can be reduced. This
capability is crucial for safeguarding the integrity of medical data, preventing incorrect
diagnoses and unnecessary treatments, and mitigating financial losses associated with
medical fraud.

Furthermore, to better explain the robustness of the proposed model, we involved
humans in training and testing the identification of real and fake images. Initially, humans
were trained (see Table A1) by showing them both real and fake images at the first step,
and then they were shown whether the identification they made was correct or not. This
activity was repeated over ten image pairs (one real and one fake) so they could learn to
identify what features they used to differentiate between them. After the training, they
were shown test images to observe how accurately they could classify the test images
(see Table A2). A key objective of this activity was to know if humans could utilize
any factors to classify this type of task. The average accuracy of 20 users (age between
20–30 years and minimum educational qualification was undergraduates) was observed to
be 68%—Figure 11 demonstrates the percentage of accuracy from the total testing images
(y-axis) by percentage of users involved (x-axis). Our results indicate that the use of ML
approaches, in general, has demonstrated higher accuracy > 88%, except in two cases, in
which the demonstrated accuracy was less than the human accuracy in this research study
(see Figure 12 for results and comparisons).
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5. Conclusions

The process of creating fake images, videos, and audio is easy due to the advancement
of AI, neural networks, and Deepfake technology. Manipulating medical images can
lead to patient deaths and unnecessary treatments. All the previous studies mainly cover
one Deepfake technology, GAN, while diffusion technology is being used nowadays to
create fake images and videos. This aspect was unexplored in previous studies, especially
for medical Deepfakes, as far as we know. We have collected images of malignant skin
cancer from the open-source Kaggle. We have generated the corresponding fake malignant
images, i.e., AI-generated images using diffusion-based models. After preparing the
dataset, preprocessing is applied to the final dataset. The ViT base model and CNN-
based models are trained with and without pre-trained weights (ImageNet weights). The
results show that the ViT base model and InceptionV3 model performed best in terms of
accuracy, precision, recall, and an F1 of 99.66% for medical Deepfake malignant skin cancer
identification. The limitation of this study is binary classification and the focus on skin
cancer images generated through stable diffusion. In the future, we aim to expand the
dataset with different Deepfake Technologies to consider this problem as multiclass and
consider diverse datasets rather than only skin images.

Author Contributions: Conceptualization, M.A.A., S.M., S, .C.G., N.U., S.A. and C.D.; methodology,
M.A.A., S.M., S, .C.G., N.U., S.A. and C.D.; validation, M.A.A., S.M., S, .C.G., N.U., S.A. and C.D.; inves-
tigation, M.A.A., S.M., S, .C.G., N.U., S.A. and C.D.; data curation, M.A.A., S.M., S, .C.G., N.U., S.A. and
C.D.; writing—original draft preparation, M.A.A., S.M., S, .C.G., N.U., S.A. and C.D.; writing—review
and editing, M.A.A., S.M., S, .C.G., N.U., S.A. and C.D. All authors have read and agreed to the
published version of the manuscript.

Funding: This research received no external funding.

Institutional Review Board Statement: Not applicable.

Data Availability Statement: The fake malignant images are generated through a stable diffu-
sion technique while the base original malignant images are retrieved from Kaggle (https://www.
kaggle.com/datasets/fanconic/skin-cancer-malignant-vs-benign, accessed on 6 May 2024). The
complete dataset of this article will be made available by the authors upon request. However,
the StratifiedKFold with k = 3 based model weights and test images for verification is available
at https://github.com/Muhammad-Asad-Arshed/Detecting-Fake-Medical-Images-Skin-Cancer-,
accessed on 21 August 2024).

Conflicts of Interest: The authors declare no conflicts of interest.
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